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Agenda

• Introductions

• Gateway Troubleshooting

• Wifi Products troubleshooting

• Relay Troubleshooting

• 10 minute Break

• Electric Meter Troubleshooting

• Water Node Troubleshooting

• Field Tool Troubleshooting

• Questions and Answers
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Gateway Troubleshooting
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Infrastructure Warnings

• Generated by Yukon or 

Gateway Alarms

• Monitors and Alerts 

can be configured for 

any Infrastructure 

Warnings
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Gateway Events

• History of Alarms 

generated by 

Gateways

• Standing Alarms 

should be noted

o Time Sync Failed

o High Disk Usage

o RTC Battery Failure
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Gateway



© 2024 Eaton. All rights reserv ed..

• Indicated by the Radio Alarm, if standing for several hours

• Indicated by the total Ready node count dropping 

substantially on a Gateway

• Neighbor View in Yukon Comprehensive Map

o Gateway should have ETX Band 1 Neighbors for ideal Networking

o All traffic to/from the Gateway must transit the Gateway's Neighbors

• A loss of RF sensitivity may be Radio board or Antenna 

related

Gateway RF Network/Radio Issues
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• Verify bi-directional communication with IT

• Confirm that the Gateway is receiving valid time

o NTP server connectivity

o Confirm Windows Firewall Working properly

Gateway Comms IP Network
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Network Manager GW Logs - What to Look For

• Lack of logging

• Missed 6 hour time 

adjustments

• Connection Errors

• Socket Read Errors

• Connection Timeout

• Connection Aborted

• Connection Forcibly Closed

• “Gateway time adjusted”

• “Error connecting to 
/<IP_Addr>:32030: Connection timed 
out: connect ”

• 2022-06-28 00:45:37,255 
WARN  [GatewayComm] Error while 
reading data from 
Gateway(742) java.io.IOException: 
An existing connection was forcibly 
closed by the remote host

10
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Backhaul 

Troubleshooting
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Backhaul Troubleshooting Tips & Tricks

What’s Implicated?

• Core Networks / Edge Networks

• Firewalls

• VLAN’s

• VPN’s

• Cellular APN’s

• Public

• Private

12

Access/Trunk 
Switches

Firewalls

Optical Network 
Transceivers

Cellular Modems
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Backhaul Troubleshooting Tips & Tricks (Cont’d)

• What to do?

• Confirm cables and physical 

connectivity

• Can I ping the Gateway (not the 

modem/backhaul)?

• From Server

• From Switch/ONT/Modem

• Confirm MTU

• Possible Fragmentation required

• Confirm round-trip times

• Cellular APN’s

• Public

• Private

13
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Backhaul Troubleshooting Tips & Tricks (Cont’d)

• Media Converter in place?

• What is in the Firewall Logging?

• Have we looked 

at  Antivirus/Security Logging?

• Confirm Network Traffic 

Exclusions for Yukon Server to 
Gateway Traffic

• Confirm Allowed Executables and 

Scripts for EDR/XDR/Machine 

Learning solutions

14
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When Rebooting a Gateway

 Confirm Lights on Radio Board

1. Flashing Red Light (Bad)

2. Flashing/Solid Green (Good)

3. Flashing Blue Light (Good)

• Radio LED

• 12 V Carrier Board LED

• 5 V CPU & Modem LED

• Processor Board LED

• Ethernet Port 

15
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Other Considerations..

• Have we replaced a gateway without 

replacing the old?

• Route Color is a critical component for 

Network Manager- are there 

duplicates?

• Old Gateways that need to be 

removed/deleted?

16

All of these will create confusion in 

Network Manager
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We’ve Rolled a Truck..

Troubleshooting back at the office:

• Again- confirm Ethernet port

• Connect Ethernet cable 

directly to Gateway from 

another computer (should 

show indication of no 

connection prior to 

connecting cable)

17

Before

After 
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Ethernet Troubleshooting

Setting an IP address on a 

Windows Computer:

• Windows Start Menu- type 

‘network connections’

18

• Right-click Ethernet Adapter- select 

‘Internet Protocol Version 

4(TCP/IPv4)’ and then click 

‘Properties’
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Ethernet Troubleshooting (Cont’d)

Now let’s ping the IP 

address of our Gateway 

to ensure we can talk to 

it.

19

Ping replies indicate no 

issues with the IP 

configuration or 

Ethernet port
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Wifi Products Troubleshooting
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IPLink Architecture

Yukon

Network 

Manager
Physical

Gateway

Yukon DB

Network Manager DB

WAN 

Communication

Backhaul

Virtual

Gateway

IPLink

Meters

Wi-Fi

CAT-M1 Cellular

Direct Fiber

IPLink

Relays• Additional takeout points
• Throughput and redundancy

• Less pole-top infrastructure

• Easy coverage extension

../Eka security.ppt
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Yukon
Gateway

Self Optimizing – With Wi-Fi or Cellular IPLink Takeout 

Points

Self 

Self-Organizing Smart Grid Network
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Wi-Fi in the Meter

Utility Side Inside the Home

ONT

6 SSIDs

Reserved 

for Utility

6 SSIDs

Provided to 

Homeowner

RF Mesh 

Connections

Possible Wi-Fi 

Connections 
from the Meter

• What % of meters might 

have Wi-Fi access?

• 30% take-rate

• ½ own their own router or are 
out of range of the meter

• 15% or at least 1 in 10 
meters?
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Wi-Fi IPLink Meter deployment in the utility FTTH network
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High-level end-to-end connectivity

• Access Point configured as a 

VLAN tagged / layer 2 bridged 
connection

• Utility edge router VLAN setup 
to both Yukon server router and 

port/interface going to the IPLink 
Meter

• New private IPv6 address route 
to the Yukon server

• Router advertises private IPv6 

prefix (e.g. user@Router# set 
interface fe-1/1/2/0.1 prefix 
FD00::/64)

• IPv6 is only between the Virtual 

Gateway and Wi-Fi IPLink Meter
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New Virtual Gateway
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View Wi-Fi connected devices
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New icon and detail

• View all Wi-Fi meters color 

coded by Wi-Fi connection 

status

• See where active takeout 

points are available

• New mapping icon 

identifies IPLink meters from 

others
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View Virtual Gateways on Comprehensive Map

• See all Wi-Fi connected 

IPLink Meters along with 

connected RF Mesh 

devices

• Understand where Wi-Fi 

is being used vs RF Mesh 

links
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Wi-Fi / RF Mesh IPLink meter
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Wifi
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Relay Troubleshooting
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Relay Deployment Tips

• What does it do? 

• Relays “Bridges” gaps in 

RF communication

• Mount at least 18" away 

from pole

• Don't forget to note GPS 

location!

• Relay Case study
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Relay Troubleshooting

• Is the relay in "Ready" status? 

• If not, can you connect to Relay 

with field tool?  If not, look at 

hardware (next slides)

• If you can connect yet still not 

ready check RF infrastructure.  

Can it reach a reliable device on 

the RF mesh network?



© 2024 Eaton. All rights reserv ed..

Relay – Hardware examination

• Open Relay and look for burned or 

damaged components.

• Moisture Intrusion?

• When powered on, Green light 

should blink every second

• Red light should be on during boot 

up or communication
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Testing Voltage on Relay

• While powered on and Using 

Digital Multimeter, check DC 

voltage on Relay

• Location J3-13 and J3-2 

should equal about 5V

• J3-13 and J3-14 should 

equal 3.3V

• *Use proper PPE and safety 

standards
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Testing Supercap on Relay

• Disconnect power to relay 

and wait 15 min or more 

for supercap to discharge

• Test voltage on J3-13 and 

J3-14. They should be less 

than .5V

• Power up Relay again, you 

should see steady green 

light
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Electric Meter 

Troubleshooting
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Troubleshooting Electric Meters

A Meter is not “reading” in 

Yukon

• Most likely reason is 

communication

• Is the meter “Ready” in 

Yukon
Note: A node is READY when the gateway 

receives both the discovery message and it has 

a route to the gateway in last 6 hours
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RF Network Troubleshooting

• Node Details screen in Network 

Manager gives a lot of information 

about the node

• Node Serial Number

• RF Firmware version 

• Communication status

• Link cost

• Power and data rate

• Current Primary Neighbor – important 

to find if primary neighbor is having 

issues
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RF Network Troubleshooting: Routes

• Check if the primary forward is also “not ready”.

• Can the node no longer reach its primary forward?
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Issue: Node reporting Communications Status “Not Ready” 

• Backhaul connection may be down – Are there lots of "Not Ready" nodes?

• Not Ready may be a temporary condition because a node is in the process of 

switching to a new Gateway OR a firmware upgrade is in progress

• If node continues to be Not Ready for 24 hours or more:

• Check Node logs:

• If data reports are being sent, node is able to communicate with its 

neighbors

• Original route to Gateway is reforming or has an issue

RF Network Troubleshooting
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Issue: Node reporting Communications Status “Not Ready” (Continued)

• If there are no data reports from the node for 3 days:

• Check Routing table of Node to determine last known Primary Forward Node

• Locate the Primary Forward in the node’s neighbor table and check its link cost.

• Review the link cost history of this node in the Primary Forward node’s neighbor table

• If the link cost has degraded, the node may be in the process of switching to another Primary 
Forward.

• Review the problem node’s neighbor table to verify link costs with other neighbors

• If all neighbors have degraded link cost, visit the node to verify OTA with Field Tool

• Bottom line, lots of troubleshooting can be done but takes a lot of time.

RF Network Troubleshooting
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Testing RF Connectivity

Meter is not Ready and other nodes around it are 

fine. Test RF node by connecting with field tool.

• Connect about 20 feet away

• Test RSSI, if -30 dBm or better means good 

signal strength

• Signal strength of -40 dBm or worse could be 

antenna issue

• Unable to connect- possible RMA issue

44
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Checking if Node is connected inside meter

45

Symptom: Itron meter will not 

connect or boot up, check node

• Verify connection tabs are 

not loose

• Sometimes these can 

become loose during 

shipping or installation
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Itron meters with display issues

Check the meter to make sure the display housing 

and elastomeric connector are fully seated
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Checking Ultracapacitor

• Loose connections

• Swelling ultracap

• Does it hold a charge?

• Power up on a test board

• When power is removed, 

does green LED on RFN 

board still flash for a few 

minutes?
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Honeywell Elster Meters with Error messages

• Errors 1, 2 and 3 are normal for time-keeping meters that 
have been stored for extended periods of time or are shipped 
without batteries or batteries that are intentionally not 
connected. 

• Proceed as following to clear the error codes:
• Verify that the battery is installed, check the battery voltage and 

replace it if needed. 

• Power up the meter at appropriate voltage  

• Start Metercat app, select your preferred program and program the 
meter. 
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Honeywell Elster Meters

• Zero-ing out Elster A3 meters

• Connect with metercat software 

and optical cable

• Select function “clear values and 

statuses" then hit go

• Select OK to “Clear Data Task” 

pop-up
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• Check the battery’s voltage on All Elster A3 Alpha 

meters:

• Connect a resistive load of 18.6Kohm (three 56Kohm resistors 

connected in parallel) for no more than 10 seconds to minimize 

battery duress, battery voltage under this load should remain 

above 3.3VDC. Replace the battery if this reading is below 

3.3VDC.

Honeywell Elster A3 meter: Checking Battery
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Honeywell Elster A3 meter: Checking Battery pt 2

• IMPORTANT: If the battery needs 

to be replaced, first energized the 

meter without the battery for at 

least a minute to ensure that the 

supercap is properly charged, then 

turn off the meter and install the 

new battery.

• Check the battery’s voltage on All 

Elster A3 Alpha
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Time Clock Source

• Make sure you have 

Internal Oscillator in 

system preferences.

• In Metercat, go to Tools 

> System preferences. 

Under "Programing  Op

tions" choose "Internal 

Oscillator



© 2024 Eaton. All rights reserv ed..

L&G (Time Clock Source)

S4x AXe
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L&G (S4x Displays)
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L&G (AXe Voltage Profile)

55
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L&G (AXe Calendar Settings – No TOU w/ DST)

56
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L&G (S4x Anchor Date)
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L&G (Meter Programming)

58

New Meter Existing Meter
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Water Node

Troubleshooting
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Water Node Overview

• Supported on the RF Network
• Captures data from the water 

register

• Communicates to Yukon 
through electric meters, relays, 
and LCR’s (Default Reporting: 
Every 24 hours)

• Battery Life: ~8 years (w/ default 
reporting)

• Field Replaceable Battery
• If no communication after 30 

days, reverts to ship mode

• Flexible Installation 

60
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Water Node Mounting Options

• Wall-mount

• Recommend as high as possible in 
basements, typically near floor joists

• Surface-mount

• Mount on top of a surface

• Pipe-mount

• Wire tie it on to pipe in basement as 

high as possible

• Pit-mount

• Stake-mount

• Lid Lock Kit

• Through lid

• In lid

• Both support optional spacer

61
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Connector Option

• Gel Cap Connector (used for 

Sensus Connections)

• Can be used with burial pods as 

well

• Universal Support

• Itron-Nicor Connection

• "Plug-n-Play" Quick Connection

62

Itron-Nicor Connection
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Water node Troubleshooting-connections

• Connections to Water Meter

• May use longer cable if 

needed

• Verify communication on 

commissioning
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Water Deployment Best Practices

• Water Commissioning Process
• Verify node serial number and ship mode is disabled

• Capture a meter reading

• Install nodes in areas with nearby electric meters, relays, or 
LCR’s

• Install water node as high as possible

• Do NOT force connector if quick connector is supplied

• Ensure node antenna is upright

• Ensure node is securely fastened on pit lid

• Don’t forget your magnet when commissioning

64
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Node Commissioning
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Water Node Troubleshooting Checklist

• If a water node isn’t reporting:
• Can you connect using the field tool?

• If yes, can you capture a meter read and does it match the water 
meter?

• If yes, is the water meter in ship mode?

• If no, see below

• Can you connect to electric meter nearby?

• What is RSSI Signal Strength?

• Is the node upright and connected to the register?

• If the node is in a basement, is it in the highest location 
possible?

66
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Water Node Case Study example

• Water node in the basement of church not reporting

• Unable to connect to water node from outside

• Can connect to water node with field tool inside church

Conclusion: Water node unable to reach electric meter 

outside.  

Solution: Installed an LCR directly above water node on 

first floor. 

67
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Field Tool 

Troubleshooting
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Direct RF Communication To Nodes Using Field Tool

69

Gateway Power MeterRelay Water Node Gas Node
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RFN Network Runner

Ranger 7

• Provides configurations and 
diagnostics field support

• RF Radio up to 1Watt with 

multiple data rates (9.6, 19.2, 
38.4, 76.8, 153.6 kbps)

• Functions

• Gateway Configuration

• GPS provisioning for RF 

nodes

• Meter management 

• LCR management

• Water Commissioning

• Node Firmware Upgrade

• Network Diagnostics
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1. Types of Handheld Field Tools/Network Scouts

Types:

• “Hammer” (Ranger 7)

•  Full Keyboard & Numeric Keypad

• Touch Screen

•  “Yuma” 

• Touch Screen Tablet

71
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1. Network Scout – “Hammer” 

72
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1. Network Scout – “Yuma” Tablet 

73
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1. Network Runner Application-Revision

74
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Network Runner Menu

➢ Device Identification Page
➢ Click/Select on Menu Button to display the Navigation Menu

 

75
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Navigation Menu - About

➢ Click/Select About

 

76
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Application/Firmware Version 1.4.0.0

• On the About Page, the following is displayed:

77
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2. Radio Module Error: :”U” or UART Radio Not Found

• Instead of Grey “P” or “B” there is a Red “U”

• “UART: Radio Not Found” error/notification

• Remove Radio Module, Clean Contacts

• Reinstall Radio Module, in other slot.

78



© 2024 Eaton. All rights reserv ed..

3. Stylus Not Working

➢ Open TouchControl Application: In search window type “touch control”

➢ Select mode: Finger / Glove / Stylus

 

79
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Meter/Node Troubleshooting

 When Meter/Node Fails to report/read into Yukon

➢ Make field visit to the node, using Field Tool attempt to communicate directly to the 
node.

• If YES-then communications are established, this tells us that the RF module & Node 
are working and communicating.

• If YES-attempt to connect to neighboring devices (gateway, meters relays)
• If YES-Check RSSI Signal Quality (Received Signal Strength Indicator) 

• If NOT Connecting ->Cycle Power (capacitor wait times) then attempt to communicate 
again using Field Tool.

• If YES execute a Network Reset.

• If NO-Node is defective, request RMA.

 

80
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Commands - RSSI Signal Quality

➢ From the Commands Page, Click/Select RSSI Signal Quality
• Stand ~20 feet facing the meter/node, Hold Field tool vertically to align antennas.

• Execute RSSI Signal Quality command multiple times, document readings/results-consistent

• Good Reading = >-30 dBm

• Bad Reading = < -35 dBm *note: A low RSSI can still communicate but signal is weak.

81



© 2024 Eaton. All rights reserv ed..

• To acquire satellite signals, make sure buildings or trees are not obstructing 

the field tool. 

• Use the GPS location button to refresh coordinates

• Tip: you may get more accurate location if you use your phone as a hot-spot 

and have high accuracy enabled in windows 

Field Tool GPS



© 2024 Eaton. All rights reserv ed..

Questions and Answers 

Thanks for coming to the Eaton 

Users Conference!  

What questions do you have for us?
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